It was recently reported that employees of T-Mobile have
been selling details of customers' contracts to competitors.
The details included telephone numbers and contract expiry
dates.

Customer lists are always a valuable asset for a business
and in this case T-Mobile's competitors were allegedly willing
to pay large sums of money for them.

In related news, a study by security supplier Cyber-Ark in
London and New York has shown that 41% of finance
sector workers have taken sensitive data to new jobs. The
study of 600 workers in Canary Wharf and Wall Street also
revealed that a total of 85% of people admitted they know it
is illegal to download corporate information from their
employer, but this wouldn't stop them from taking it, and
57% of respondents said it has become a lot easier to take
sensitive information from work.

So how can businesses take steps to prevent similar things
happening to them?

B 80% of data security incidents involve staff so vetting
staff when they are employed and regular training on
data protection is vital. A clear and consistent procedure
to adhere to when vetting staff will go some way to
minimising the risk and will also provide evidence that
you are taking a proactive approach should the ICO
need to asses your internal processes.

B Basic security measures should be taken: passwords
should be secure and changed regularly; confidential
waste should be shredded; information held on portable
devices should be encrypted; documents containing
personal data should have restricted viewing, editing
and printing rights; and USB and other memory ports on
computers should be disabled.

B Sensitive personal data relating to race, religion or political
beliefs should only be collected if necessary and should
only be accessible by vetted and trained personnel.
Regular training should be provided for all employees and
more specialised training may be required for individuals
who have particular data security roles.
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B Organisations should have a policy of running regular
data inventories to understand how data is collected,
stored, used, maintained and disposed of.

B Data access and monitoring technologies should be
implemented to monitor the movement of personal data
throughout the organisation.

B Organisations should undertake regular auditing of their
data protection training, security and management
policies.

With the ICO set to gain new powers to fine organisations
from next April, ensuring that personal data is kept secure
has never been more important. As well as the negative
publicity and fines that may follow, theft and loss of
customer data has a significant impact on consumer
confidence.

If you would like any further advice on the matters raised
above, or any other data protection concerns, please do not
hesitate to contact us.
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